GOVERNMENTOF INDIA
MINISTRYOF FINANCE
DEPARTMENTOF FINANCIAL SERVICES
LOK SABHA

UNSTARRED QUESTION NO. 3632
TOBE ANSWEREDON THE 16THMARCIR2018/ PHALGUNA5, 1939 (SAKA)
Data Breach of PNB

3632. SHRIJYOTIRADITYAM. SCINDIA:
SHRI KAMALNATH:

Willthe Ministerof FINANCEDbe pleased to state:

(@  whetherthe Governmentis aware that thousands of credit and debit card holders have been
affected by a data breach reportedby PunjabNationalBank (PNB), ifso, the detailsthereof;

(b) whetherthe customersof the PNB are feeling insecure about the moneyparkedin theiraccountsin
variousbranchesof PNB;and

() if so, the steps taken by the Governmentto provide security of customers’ money in banks
particularlyin PNB?

ANSWER

The Ministerof State in the Ministryof Finance
(SHRISHIVPRATAPSHUKLA)

(a): Reserve Bank of India (RBI) and PunjabNationalBank(PNB)have apprisedthat PNB was informed
by National Critical Information Infrastructure Protection Centre(NCIIPC) regarding the cards
informationbeingavailablein the darknetmarket.PNB has informedthat no card data breach has  been
detected in Bank’sinfrastructures. Regardingthe availabilityof Bank’scredit/debitcard holders’data on
darknet, promptcorrectiveaction was takenby the bank and same was informedto RBL

(b): PNB has apprisedthat theirsecurityinfrastructuras strongenough and they have takenall necessary
technologicalsteps to safeguard customer data. PNB has a Board approved CyberCrisis Management
Planin place whichtakes care of all aspects of customerprotection..

(c): RBI has apprisedthat varioussteps have been takento ensure cybersecurityin Banks. RBI had issued
a comprehensivecircularon CyberSecurity Frameworkin Banks covering best practices pertainingto
variousaspects of cybersecurity.

FurtherRBI has also set up a CyberCrisis ManagementGroup to address any major incident reported
includingsuggesting waysto respond. Based on marketintelligenceand incidentsreportedby the banks,
advisories are issued to the banks for sensitizing them about various threats and ensure prompt
preventive/correctivection.

RBI also conductscybersecuritypreparednesstestingamongbanks on the basis of hypotheticakcenarios
withthe help of Indian ComputerEmergencyResponse Team.

Since 2015, RBI carries out IT Examination of banks separately apart from the regular financial
examinationof the banks to assess their cyber securityresilience. The examination,inter-alia,evaluates
the processes implementedby banks for securitychecks like VulnerabilityAssessment and Penetration
Testingetc. and theirfollowup action.



