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UNSTARRED QUESTION NO. 3525

TOBE ANSWEREDON THE 16™ MARCH2018/ PHALGUNA?5, 1939 (SAKA)

Banks to Link SWIFT

3525. SHRIC.MAHENDRAN:

Willthe Ministerof FINANCEDbe pleased to state:

(@ whetherthe Governmenthas recentlydirected banks to link SWIFT (Society for
World Interbank Financial TelecommunicationSystem Platform) with their Core
BankingSystem (CBS);

(b) if so, the detailsthereofalong withthe reasons behindsuch a decision;

() whetherthe Governmenthas studied in detail the practical difficulties during its
implementatiomnd if so, the detailsthereof;and

(d) whetherthis move willcheck fraud activitiesand if so, the detailsthereof?

ANSWER

The Ministerof State in the Ministryof Finance
(SHRISHIVPRATAPSHUKLA)

(2) and (b): Reserve Bank of India (RBI) has informedthat, in the wake of SWIFT-
related fraud involvingsignificant amount reported recently by Punjab National Bank
RBI has reiteratedits instructionsregarding “Cyber Security Controls- SWIFT” and
“Cyber Security Controls - frauds related to trade finance transactions - misuse of
SWIFT”, and mandated banks to implementthe prescribed measures for strengthenin;
the SWIFT operatingenvironmentn bankswithinthe stipulateddeadlines.

(c): Further,in view of the risingincidenceof frauds in the Indian bankingsystem, RBI
has constituted an Expert Committeeto, inter-alia, look into the factors leading to
increasing incidence of frauds in banks, and the measures (including informatios
technologyinterventionsjneeded to curb andpreventit.

(d): The instructionsissued by RBI aim to strengthenSWIFT-relatedoperationalcontrol:
and reinforcefraud preventionand detectionframeworksin place in banks, witha view
to avoids misuse of SWIFT.



