GOVERNMENTOF INDIA
MINISTRYOF FINANCE
DEPARTMENTOF FINANCIAL SERVICES
LOK SABHA

UNSTARRED QUESTIONNO. 12484

TOBE ANSWEREDON THE 9" MARCH 2018/ PHALGUNAS, 1939 (SAKA)
Central FraudRegistry

1t2484. DR.RAVINDRAKUMARRAY:
SHRI SHER SINGH GHUBAYA:

Willthe Ministerof FINANCEDbe pleased to state:

(a) the details of the cases of cyber crimes/fraud received by the Central Fraud Registr
(CFR) along with the cases successfully resolved/disposedof duringthe last three years, year-
wise;and

(b)  the steps taken/proposed by the Government for ensuring secure e-transaction and
safetyand securityof customers?

ANSWER

The Ministerof State in the Ministryof Finance
(SHRISHIVPRATAPSHUKLA)

(2): Reserve Bank of India (RBI) has put in place a Central Fraud Registry.It has
informedthat 13,083, 16,468 and 13,653 cases of ATM/DebitCardand InternetBanking
frauds, wherethe amountinvolvedis Rs. 1 lakhand above, were reportedby commercia
banks during financial years 2014-15, 2015-16 and 2016-17 respectively.As per RBIs
instructionspanksare requiredto reportcases of fraud to law enforcementagencies. No
centralised informationis maintained regarding the outcome of investigationsby law
enforcementagencies.

(b): For securityof e-transactions,RBI has issued CyberSecurityFrameworkto banksand Cybe
Security Instructions to issuers of pre-paid instruments (“wallets”). Further, CERT-In issues
alerts and advisories to financial institutionsregarding latest cyber-threats/vulnerabilitieand
counter measures. RBI reviewscybersecuritydevelopmentsand threatson an ongoingbasis and
takesnecessarymeasuresto strengthencyber-resilienceof banks.

To protect customers, RBI has issued instructionsproviding for zero liabilityof a custome;
where an unauthorisedelectronictransactionoccurs due to contributoryfraud or negligenceor
deficiencyon the part of the bank,irrespectiveof whetheror not the transactionis reportedby
the customer,and wherea third-partybreach occurs and the deficiencylies neitherwiththe bank
nor with the customer but elsewhere in the system, and the customer notifies the bank
withilithree workingdayBof receivingcommunicationfrom the bank regardingthe transaction
Further,under RBI’s BankingOmbudsmanScheme, customerscan lodge a complaintwith the
Banking Ombudsman against banks, for non-adherence to RBI’s instructions regarding
mobile/electronibankingservices.



