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Cyber Crime Audit in Banks 

QUESTION  

2688.  DR. P. VENUGOPAL:         
   

Will the Minister of FINANCE be pleased to state: 
(a) whether the Reserve Bank of India (RBI) proposes to conduct cybercrime audit on banks to 
check loopholes and if so, the details thereof; 
 

(b) whether the RBI is looking to rope in outside help that would try and exploit holes in the 
information technology systems of the bank to fortify them against similar breaches of security in the 
future and if so, the details thereof; and  
 

(c) whether the RBI has put any mechanism in place that take care of these kinds of cybercrime 
frauds in the banks and if so, the details thereof?   

  
ANSWER 

The Minister of State in the Ministry of Finance 
(SHRI SANTOSH KUMAR GANGWAR) 

 

(a) to (c) To address the issue of cyber resilience, RBI vide circular dated December 9, 2016 had 
instructed all authorised entities / banks issuing PPIs in the country to: 
 

(i)    Carry out a special audit by the empanelled auditors of Indian Computer Emergency 
Response Team (CERT-In) on a priority basis and take immediate steps thereafter to comply 
with the findings of the audit report. The audit should cover compliance as per security best 
practices, specifically the application security lifecycle and patch/vulnerability and change 
management aspects for the system authorised and adherence to the process flow approved by 
the Reserve Bank.  
 

(ii)  Take appropriate measures on mitigating phishing attacks considering that the new 
customers are likely to be first time users of the digital channels. Safety and security best 
practices may be disseminated to the customers periodically. 
 

(iii)   Implement additional measures dynamically depending upon the risk perception or threats 
as they emerge. 
 

RBI has  set up a Cyber Security and IT Examination (CSITE) Cell within its Department of 
Banking Supervision in 2015. The Bank issued a comprehensive circular on Cyber Security 
Framework in Banks on June 2, 2016 covering best practices pertaining to various aspects of cyber 
security. The circular requires banks to have among other things, a cyber-security policy, cyber crisis 
management plan, a gap assessment vis-a-vis the baseline requirements indicated in the circular, 
monitoring certain risk indicators in this area, report unusual cyber security incidents within 2 to 6 
hours. 
 

RBI has been carrying out IT Examination of banks from last year. RBI has also set up a 
Cyber Crisis Management Group to address any major incidents reported including suggesting ways 
to respond and recover to/from the incidents.  
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