GOVERNMENT OF INDIA
MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
RAJYA SABHA
UNSTARRED QUESTION NO. 1505
TO BE ANSWERED ON: 12.12.2025

SECURING PERSONAL DATA OF STUDENTS ENROLLED ON DIGITAL
EDUCATION PLATFORMS

1505. SHRI SATNAM SINGH SANDHU:
Will the Minister of Electronics and Information Technology be pleased to state:

(a) the steps taken to secure the personal data of students enrolled on digital education platforms;
(b) whether audits have been mandated for EdTech platforms; and
(c) if so, the details of penalties for violations?

ANSWER

MINISTER OF STATE FOR ELECTRONICS AND INFORMATION TECHNOLOGY
(SHRI JITIN PRASADA)

(a) to (c): The Digital Personal Data Protection Act, 2023 (“Act”) and the Digital Personal Data
Protection Rules, 2025 (“Rules”) were notified on 13" November, 2025.

The Act provides for the processing of digital personal data in a manner that recognises both the rights
of the individual, including student, to protect their personal data and the need to process such personal
data for lawful purposes.

The Data Fiduciaries, including digital education platforms, processing the personal data of students
should adopt appropriate technical and organizational measures to ensure the compliance with act.

Data Fiduciaries shall also ensure that verifiable consent of the parent is obtained before processing
any personal data of the student as child.

The Act provides certain exemptions to educational institutions, allowing them to process personal
data of student as child:
e For tracking and behavioural monitoring for the educational activities and the safety of
children enrolled with it; and
e For tracking the location of children during transport of children for their safety

All the Data Fiduciaries are obligated to protect personal data by taking reasonable security safeguards
to prevent personal data breach.

The Rules require Data Fiduciaries to implement appropriate security safeguards, such as encryption
or masking, to protect data and prevent breaches.



In the event of any personal data breach:
o Data Fiduciaries have to intimate about such breach to the Data Protection Board and each
affected individual, including students
e Onreceipt of such intimation the Data Protection Board after an inquiry, may impose monetary
penalty as per the provisions of the Act
o Penalties are determined based on factors like nature of breach, harm caused, safeguards in
place, severity and recurrence

The Act requires every Significant Data Fiduciary to appoint an independent data auditor to assess
compliance with its provisions.

The Rules mandate an eighteen-month period to allow Data Fiduciaries to implement appropriate
technical and organizational measures to achieve compliance with the provisions of the Act.

During this period, data protection continues to be governed by the Information Technology (Reasonable
Security Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011 under the
Information Technology Act, 2000 (IT Act).

Data fiduciaries are required to follow the SPDI framework, including consent requirements, purpose
limitation, security safeguards, and grievance redressal mechanisms.
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