AS INTRODUCED IN THE RAJYA SABHA
ON THE 7™ FEBRUARY, 2025

Bill No.LXX of 2023

THE DEEPFAKE PREVENTION AND CRIMINALISATION
BILL, 2023

A
BILL

to prevent and criminalize the creation, dissemination, and use of deepfake content
without consent or without digital watermark and for matters
connected therewith or incidental thereto.

BE it enacted by Parliament in the Seventy-fourth Year of the Republic of India
as follows:—

1. (1) This Act may be called the Deepfake Prevention and Criminalisation Act,
2023.

(2) 1t shall come into force on such date as the Central Government may, by
notification in the Official Gazette, appoint.
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2. In this Act, unless the context otherwise requires,—

(@ "appropriate Government" means in the case of a State, the

Government of that State and in all other cases, the Central
10 Government;

(b) “consent” means voluntary and willful agreement, either in writing
or orally, by a person in a sound state of body and mind and of legal
age, without any coercion, fraud or error and not obtained under any
duress or fear

Short title and
commencement.

Definitions.


https://www.law.cornell.edu/wex/person
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-826895778-1007944208&term_occur=999&term_src=
https://www.law.cornell.edu/wex/fraud
https://www.law.cornell.edu/wex/error
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Any person, who creates, distributes, disseminates or shares deepfake(s)
without the consent of the individual(s) involved or without digital

“Deepfake” means digitally manipulated or fabricated digital
content, including but not limited to images, videos or audio
recordings, created through the use of advanced digital technologies
such as artificial intelligence, machine learning, or other advanced
technologies, with the intent to convincingly and deceptively depict
subjects or issues or represent individuals engaging in actions,
making statements, or being in circumstances that did not occur or
exist in reality;

"Digital Content Forgery” means the act of utilization of
technologies, such as artificial intelligence and machine
learning methodologies, to create or alter audio, visual, or
textual contentwith the purpose of deceiving;

“Digital Watermark” means a unique digital signal or code
embedded within a digital multimedia file, such as an image,
audio, or video file, serving as metadata for the purpose of
establishing origin, ownership, or content authentication, and
thereby preventing unauthorized use or manipulation;

“prescribed” means prescribed by rules made under this Act;

“Social Media Intermediaries ” means digital platforms which
primarily or solely enables online interaction between two or more
users and allows them to create, upload, share, disseminate,
modify or access digital content using its services within a
virtual community; and

“Task Force” means the National Deepfake Mitigation and
Digital Authenticity Task Force, established under Section 4 of
the Act.

watermark, as defined under the Act,—

@)

(b)

(©

with the intent to humiliate or otherwise harass the person falsely
exhibited, provided that the advanced technological false
personation record contains sexual content of a visual nature and
appears to feature such person engaging in such sexual acts or in
a state of nudity;

with the intent to cause violence or physical harm, incite armed or
diplomatic conflict, or interfere in an official proceeding,
including elections, provided that the advanced technological
false personation record poses a credible threat of instigating or
advancing such actions; and

in the course of criminal conduct related to fraud, false
personation, or identity theft,

shall be guilty of a criminal offence.
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5.

(1) The Central Government shall, within six months from the date of
commencement of this Act, establish by notification in the official
Gazette, a National Deepfake Mitigation and Digital Authenticity Task
Force.

(2) The task force shall be comprised of a Chairperson and such other
members, as may be prescribed.

(3) The qualifications and experience, term of office, salaries, remuneration
and other allowances payable to and other terms and conditions of service of
the Chairperson and members, shall be such as may be prescribed.

(1) The Task Force shall have the following functions, but not limited
to:—

(@) evaluate the prevalence of deepfake(s) affecting the citizens,
businesses in India and the functioning of the Central and
State Government;;

(b) evaluate the risks, encompassing privacy concerns, linked to
the utilization of digital content forgery and deepfake(s)
within India;

(c) evaluate the influence of digital content forgery and
deepfake(s) on civic participation, including the electorate;

(d) determine and recommend the extent of penalties to be imposed
on offences under the Act on a case-to-case basis;

(e) evaluate the possibility of incorporating a visual protection
feature, similarto streaming apps, where individuals who do
not provide consent for screenshots or sharing have their
content displayed as a black screen;

(f) recommend the regulatory guidelines to be followed by social
media intermediaries to enforce and uphold the privacy
preferences of users and ensure the implementation of
consent and visual protection measures; and

(g) evaluate the feasibility of incorporation of blockchain
technology to monitor and verify the authenticity of digital
content circulated in public domain to ensure a secure and
tamper-proof validation process.

(2) The Task Force shall submit a report containing their findings and
recommendations, on a quarterly basis, to the appropriate
Government, for consideration and implementation, as deemed
necessary.
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of  National
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the Task
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10.

Any person or entity who, using any means or facility of interstate or
foreign commerce, generates a technologically advanced deceptive
impersonation record of audio, visual or audio-visual nature, with the
intention of disseminating it over the internet or knowledgethat such record
shall be so distributed, shall ensure that,

(a) such record adheres to the requirement of digital watermark as
defined under section 2(d); and

(b) prior consent from the rights holder for hosting, or sharing of such
record is obtained.

Whoever commits an offence under this Act shall be punished with
imprisonment for a term which may extend to five years or fine, as
recommended by the Task Force on a case-to basis and accepted by the
appropriate Government, or both.

The Central Government shall, after due appropriation made by
Parliament by law in this behalf, provide requisite funds to the State
Governments, from time to time, for carrying out the purposes of this
Act.

(1) The appropriate Government, may, by notification in the Official
Gazette, make rules for carrying out the purposes of this Act.

(2) Every rule made by the Central Government under this section shall be
laid, as soon as may be after it is made, before each House of Parliament
while it is in session for a total period of thirty days which may be
comprised in one session or in two or more successive sessions, and if,
before the expiry of the session immediately following the session or the
successive sessions aforesaid, both Houses agree in making any
modification in the rule or both Houses agree that the rule should not be
made, the rule shall thereafter have effect only in such modified form or
be of no effect, as the case may be; so however, that any such
modification or annulment shall be without prejudice to the validity of
anything previously done under that rule.

(3) Every rule made by the State Government under this section shall be
laid,as soon as may be after it is made, before each House of the State
Legislature where it consists of two Houses, or where such Legislature
consists of one House, before that House.

The provisions of this Act and of any rules made thereunder shall have
effect notwithstanding anything inconsistent therewith contained in any
other law for the time being in force.
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STATEMENT OF OBJECTS AND REASONS

Recently, in various elections and assembly polls, there have been
instances where advanced technology has been employed to manipulate videos
for political purposes. For instance, a notable occurrence involved a video
which surfaced during a State Assembly Poll, where a political figure was
shown as criticizing his political opponent. The interesting fact about the
video was that it was a result of morphing an older video of him with another
footage in which he was speaking about a completely different issue. This
incident marked one of the earliest known uses of deepfake technology in
India during election campaigning.

2.  The adage "seeing is believing" is old, but with the advent of deepfakes, it
no longer holds true. These fabricated videos pose a significant threat to
individual privacy and society as a whole. They are inexpensive to produce and,
when misused, can potentially influence voters, manipulate the masses into
communal unrest, and infringe upon the privacy, among other issues.

3. As deepfakes continue to evolve, legal systems across the globe are
struggling to keep up with this rapidly developing technology. In the US, the
Deepfakes Accountability Act passed in 2019 requires deepfakes to be
watermarked for identification purposes. However, no legislation currently
exists to address the specific potential threats of deepfake technology within
India. While sections 67 and 67A of The Information Technology Act 2000
("IT Act") provide punishment for publishing sexually explicit material in
electronic form, and Section 500 of the Indian Penal Code 1860 provides
punishment for defamation, these provisions are inadequate for addressing the
diverse manifestations of deepfakes.

4.  The misuse of sexual deepfakes or Synthetic Sexually Explicit Material
extends beyond mere self-gratification, encompassing nefarious applications
such as harassment and blackmail against victims ofsuch abuse. This concern is
particularly heightened in India, where the legal framework surrounding
pornography remains ambiguous, contributing to the underreported and
unresolved nature of critical issues like revenge porn. Existing legal provisions
are inadequate in addressing offenses of this magnitude, leaving victims in a
state of vulnerability due to the absence of specific legislation pertaining to
manipulated media content in the Country.

5. In response to these challenges, the Revenge Porn Helpline, an
organization based in the United Kingdom, published a comprehensive 2020
report titled 'Intimate Image Abuse: An Evolving Landscape." This report
delves into the utilization of advanced technology for image abuse, elucidating
its ramifications and the gravity of the associated harm. In the Indian context,
the Revenge Porn Helpline collaborates with Parihar, an initiative of the



Bengaluru City Police focused on women and child welfare, to offer services
and assistance to victims affected by revenge porn and deepfakes. Regrettably,
the available data on the number of individuals seeking assistance from Parihar
and the mechanisms employed to aid victims in such cases remains limited.

6. Governmental and regulatory bodies must proactively ensure the
integrity of videos disseminated in public domain. In circumstances where the
origin of a video cannot be controlled, it is proposed that the government
establish an entity equipped to monitor deepfakes through the application of
blockchain technology. Blockchains, leveraging a decentralized network, store
data in blocks, allowing anyone to verify information authenticity by matching
it with a unique non-invertible key. Even the slightest data manipulation would
result in a discernible mismatch, fortifying the robustness of the verification
process. Therefore, along with spreading awareness about this novel
technology amongst the masses, adequate attention should be given by the
Government towards the challenges posed by deepfakes, before they become
a menace in India.

Hence, this Bill.

MAUSAM B NOOR



FINANCIAL MEMORANDUM

Clause 4 of the Bill provides for establishment of a National Deepfake
Mitigation and Digital Authenticity Task Force, whereas, Clause 7 provides for
financial assistance to the State Governments for carrying out the purposes of this Bill.
The Bill, therefore, if enacted, will involve expenditure both of recurring
and non-recurring nature. However, at this stage it is not possible to quantify
the recurring and non-recurring expenditure likely to be involved.



MEMORANDUM REGARDING DELEGATED LEGISLATION

Clause 8 of the Bill empowers the appropriate Government to make rules for
carrying out the purposes of the Bill. As the rules will relate to matters of detail only,
the delegation of legislative power is of normal character.
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A
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to prevent and criminalize the creation, dissemination, and use of deepfake content without
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